
 
PRIVACY NOTICE 

PURSUANT TO ARTICLE 13 OF EU REGULATION 2016/ 679 
 
The company Status Awareness Systems Pty Ltd, as the data controller of your personal data, guarantees 
and will ensures that all your information processed through this “RALLYSAFE” App (“App”) will be 
constantly in compliance with the requirements of   EU Regulation 2016/679 (“GDPR”) on the 
protection of personal data. 
 
Identity and contact details of the Data Controller 
The Data Controller of your personal data is Status Awareness Systems Pty Ltd (“Data Controller”), 
based in Ulverstone TAS 7315 (Australia), 14 Short St., Ulverstone, 
ABN No. 58 145 886 782, with the following contact details: privacy@statusas.com 

 
What information we collect and process 
Through the App, we obtain and retain information about you and your use of the App, provided 
either by you or through software on your device, including:  
- identifying data (first name, surname, nationality) of the competitor / data subject; 
- identifying data (first name, surname, nationality) of the co-competitor / data subject; 
- the make of the vehicle; 
- name of the team the competitor / data subject is competing under; 
- contact data (e-mail, e-mail account data chosen by the user to log in to the App services); 
- geolocation and speed data; 
- information about the type of device where the App is installed (model, phone carrier, firmware, 

battery level, operating system, installed version of the App, etc.); 
- location-related data via wi-fi and Bluetooth signals; 
- any other information entered by the user through the use of the App, with the user’s consent. 
 
For what purposes we collect your data 
The Owner will process your personal data, through the App, for the following purposes: 
a) to identify competitors in order to allow the Event Controller to create a list of competitors for the 

event; 
b) to provide real-time updates on competitors’ positions and security status; 
c) to provide updates in relation to distress reports submitted by competitors and on infractions 

committed; 
d) to improve the service provided and, to this end, data will be shared with “Crashlytics” exclusively for 

crash reporting and with “Google Play” exclusively for service analysis and improvement. 
 
What is the legal basis that legitimizes the processing of your data 
The Data Controller processes your personal data on the basis of your explicit and informed consent in 
accordance with Article 6(1)(a) GDPR. 
You always have the right to revoke such consent at any time, without affecting the lawfulness of the 
processing carried out by the Data Controller and based on the consent you provided before revocation. 
 
Who we share your information with 
We will disclose your information only if expressly authorized by you to do so (see section “for what 



purposes we collect your data”) - and, in any case, in anonymous, aggregated and statistical form - with the 
professionals who are part of our company, for research purposes, who are bound to the strictest 
confidentiality of the information they learn about. 
We may share some or all of your information with third parties only with your consent, provided 
separately, and with the event Clerk of Course. 
This data can be accessed, with written request in one of two ways. By request of the event Clerk of 
Course (which applies to Status Awareness Systems for a report on information kept on any individual) 
or an individual’s request as per the requirements of the GDPR. 
If you wish to know who all our data processors are, you can ask us for an updated list at the following 
address: privacy@statusas.com 
 
Where we store your data 
Basic data are stored in our web-hosted system hosted in Azure servers located in Australia (on stage, off 
stage, and overspeed infringements are stored and general device information) for the purpose of 
diagnostics and review of noncompliance/infringements at the request of the event organisers.  
With respect to messages sent from the App to the RSLite management system (rally motorsport event 
management system used by rally event controllers to provide competitor safety services and monitor 
regulatory compliance of events), these are encrypted and sent via the Internet to an Azure data centre 
in Australia, where they are processed and stored in a database. Access to that infrastructure and the data 
centre database is restricted to Status Awareness Systems employees only. 
 
How long we keep your information 
As a result of using the competitor’s personal device as a tracking device, detailed logs will be stored on 
the internal memory of the personal device. These logs can only be accessed for 7 days from the time the 
information is collected, but only if the App is open on the personal device.   
If the user has terminated the App, we will only be able to access these records with the user's willingness 
to open the App upon request. Once 7 days have passed since the next time you open the App, these 
logs will be permanently deleted from your device. 
In order to improve our services, we will retain your information, collected through the App, for a period 
of 18 months or until you notify us of your decision to revoke previously given consents. 
In any case, monitoring of location, speed, and security status will begin only after entering an event and 
clicking the “Start Monitoring” button on the App. 
When the App is terminated, location data will stop being sent. 
 
What are your rights as a data subject 
With reference to your personal data, you can exercise the following rights: 
1. Right of access to personal data; right to obtain rectification or erasure of personal data or 

restriction of processing concerning them; 
2. Right to object to the processing; 
3. Right to data portability, in relation to data in electronic format only. 
 
Complaints 
We also inform you that you have the right, if the conditions are met, to file a complaint with the 
territorially competent supervisory authority, identified as being the OAIC (“Office of the Australian 
Information Commissioner”). 
 



Updating this policy 
The Owner reserves the right to update this policy at any time if new features and/or services are included 
in the App. 


